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Cybersecurity & IT Risk Lead 

 

WHO WE ARE - KO WAI MĀTOU 

We are Farmlands - Te Whenua Tāroa, a Co-operative owned by New Zealand Farmers and Growers, we have been around for 

60+ years, supporting our rural communities, looking after our land and our people - we’re Out Here Too. We're always backing 

Kiwis - rain or shine, year in, year out. We work as one – we help each other, we win together. 

PURPOSE AND VISION – TE KAUPAPA ME TE MATAKITE 

At Farmlands, our purpose is “To enable improved profitability and productivity for NZ farmers and growers”, and our Vision is “To 

be the go-to for everyone connected to our land”.  Everything we do, every decision we make is with this in the forefront of our 

minds. 

OUR VALUES – NGĀ UARATANGA  

Our values of Be You, Minds Open, and See It Through help us to work as one - helping each other and winning together. We're 

rural people supporting our rural communities looking after our land and our people. 

Be you - mōu ake 

 

It takes all sorts to make an awesome team.  Diversity, different perspectives and a fresh 

approach to problems make everyone in the team stronger.  It’s not who you are or what you 

look like, it’s all about what you bring to the table that matters. 

Minds open - hinengaro 

tākoha 

We came from a generation of greatness.  It gives us the solid foundation to move on, focus 

on the future and use our creativity and ingenuity to build Farmlands for the next generation. 

See it through - 

whakamaua kia tīna 

We’re a team.  United through our love of the land and the communities we serve.  We back 

ourselves, each other, and get behind the decisions we make together. 

 

POSITION PURPOSE – TE PŪTAKE O TE TŪRANGA 

Reports to - Kaiwhakahāere:   Head of Development and Operations 

Your Team – To tīma:    Innovation & Digital 

Direct reports - Kaimahi:   No 

 

Lead the enterprise cyber risk strategy and security program, aligning to cybersecurity best practices, frameworks and standards. 

Establish measurable risk management, ensure regulatory and privacy obligations (including the NZ Privacy Act 2020) are met and 

embed secure-by-design practices across the organizational Information Technology ecosystem.  
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KEY ACCOUNTABILITY AREAS – NGĀ WĀHANGA MAHI 

Safety and wellbeing - 

Haumarutanga   

Actively contribute to a safety-first culture by:  

• Keeping yourself and others safe, and participating in safety and wellbeing activities  

• Speaking up if you see something that is not and could injure yourself or others in the workplace 

• Ensuring that all KPI’s, policy and procedure requirements related to safety and wellbeing are 

completed on time and in full, every time   

 

Key Responsibilites –  

Haepapa 

Strategy, Governance & Risk 

• Own the cyber strategy and target NIST CSF 2.0 profile; maintain current vs. target maturity 

and a multi‑year improvement roadmap. 

• Chair the Information Security Steering forum; define policies and standards mapped to CIS 

Controls v8 and COBIT governance. 

• Run the enterprise IT risk program (identify, assess, treat, monitor) and integrate with 

enterprise risk and internal audit. 

 

Compliance, Privacy & NZ Context 

• Maintain and continuously improve all privacy related policies and frameworks in line with audit 

process and NZ legal requirements. 

• Ensure compliance with the NZ Privacy Act 2020 (13 Information Privacy Principles) and 

coordinate DPIAs with the Privacy Officer. 

• Where applicable, align to NZISM controls and advisories. 

 

Security Operations & Incident Response 

• Oversee monitoring, detection, and response (SOC) with documented playbooks and regular 

table‑top exercises. 

• Track and improve MTTD/MTTR for security incidents; report on root causes and corrective 

actions. 

 

Architecture, Cloud Security & Identity 

• Ensure secure‑by‑design standards for Azure, AWS, and GCP and adopt reference 

architectures and secure baseline controls, that are developed by partners and Cloud 

Architects. 

• Own Identity & Access Management (MFA, least privilege, privileged access), aligned to CIS 

Controls v8. 

 

Third‑Party & Supply‑Chain Risk 

• Implement risk‑based vendor assessments and continuous monitoring for critical suppliers; 

embed security clauses/SLA controls in contracts. 

 

Vulnerability, Patch & Configuration Management 

• Drive risk‑based patch SLAs, vulnerability remediation, and secure configuration baselines 

aligned to CIS Controls and CERT NZ critical controls. 

• Business Continuity, Disaster Recovery & Resilience 

• Coordinate BCP/DR with Technology & Risk; test recovery for critical apps and data; ensure 

lessons learned improve resilience. 

 

Culture, Awareness & Training 

• Deliver role‑based security awareness (including phishing simulations) using NICE Framework 

roles/competencies as guidance. 
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These may change from time to time to meet operational or other requirements. 

 

WHAT YOU’LL BRING - ĀU ĀPITITANGA KI TE TŪRANGA 

 

Experience - Āu 

tautōhitotanga 

• 10+ years in cybersecurity/IT risk with 5+ years leading high‑performing teams. 

• Proven experience building programs aligned to cybersecurity best practice, frameworks and 

standards. 

• Deep knowledge of cloud security (Azure, AWS, GCP), IAM, incident response, vulnerability 

management and third‑party risk; familiarity with CIS Controls v8. 

• Understanding of NZ regulatory context. 

 

Qualifications –  

Āu tohu mātauranga 

 

• Desirable certifications: CISSP, CISM, CRISC/CGEIT, ISO 27001 Lead Implementer/Auditor; 

vendor cloud certifications. 

• Governance fluency with COBIT and risk frameworks (e.g., ISO 31000/COSO). 

 

 

Knowledge –  

Āu mōhiotanga  

 

• SIEM/XDR/EDR; CSPM/CNAPP; IAM/PAM 

• Vulnerability and configuration management Data protection (DLP, encryption, key 

management) 

• Secrets management 

• GRC tooling mapped to CSF/ISO controls. 

•  

•  

 

Examples of Key Performance Indicators (First 12 Months) 

• CSF 2.0 Profile & Roadmap: Current vs. Target profile approved; ≥70% of FY plan delivered. 

• Internal audit program in place; corrective actions closed within 90 days on average. 

• Incident Readiness: 2+ enterprise table‑top exercises; Sev‑1 MTTR ≤ 4 hours; post‑incident actions closed ≤ 

30 days. 

• Vulnerability Hygiene: Critical vulnerabilities remediated ≤ 14 days; CIS v8‑mapped reporting in place. 

• Third‑Party Coverage: ≥95% of Tier‑1 vendors risk‑assessed; security clauses uplifted on renewal. 

• Control Adoption: Critical Controls (e.g., MFA, patching, logging) adopted across in‑scope systems; KPI 

dashboard live. 

• Privacy: Privacy risk register stood up; DPIA process operational and material incidents reported per Privacy 

Act requirements. 

 

 

Professional 

Development - 

Whakawhanaketanga 

Continue to develop personally and professionally by:  

• Maintaining regular contact with manager to discuss progress and performance, seek 

feedback and address development areas  

• Engaging with Farmlands performance development process, recording progress and goals  

• Being a positive supporter and leader of change initiatives  

• Ensuring all training requirements are completed as required  



   

 

 

 

 

 

 

 

 

 

 

EVERYDAY
LEADERSHIP
BEHAVIOURS



   

 

 

 

 

 

 

Create

                                     

                                               

                    

                            

 Work is directly aligned with our vision,
strategy and plans.

 Know what s e pected and how to deliver.

           

 Have a vision and course of action that s

aligned to our strategy.

 Help others understand how they fit in.

                 

 Understand and make it clear how activities

and decisions benefit the customer and the

co operative.

HOW THIS SHOWS UP IN EVERYDAY BEHAVIOUR (LEAD
SELF)

Connect Deli er Grow

Create Clarity

                                            

                                            

                     

                 

 Create strong relationships with others.

                            

 You and your team are united around a

common goal.

 Promote diversity and allow others to e press

themselves.

                    

 Inspire people through your energy,
commitment and enthusiasm

 Consider information from a range of sources
in decision making.

Build Connections

                                             

                

 Plan and create structure to get things done.

  e agile and look to work in new ways.

                  

 Take responsibility for your performance and

 deliver to a high standard.

                        

 Think and make decisions with a commercial

lens.

 Seek new information focused on building a

stronger Farmlands.

Deli er Results

                                       

                                                   

                      

  e agile, persist through challenges and

learn from feedback.

  ctively engage in self development and

apply learnings.

                  

 Coach others to build capability and achieve
their potential.

 Know and support others to take ownership
of their development.

                  

 Empower others by creating space for them

to do their best work.

 Make it safe for others to try new things and

learn from mistakes.

Grow Self  Grow Others


